Traditionally, IT firms closely guard the management and control of critical information assets. A group of IT firms, however, adopted a different approach and formed an organization with the goal of sharing critical IT security information with industry peers (firms in the same industry that do not directly compete) and competitors to more effectively manage IT security. The inherent vulnerability in sharing critical information with other (potentially competing) firms presents an interesting, coopetition paradox for firms. Drawing from the theoretical foundations of the relational view of the firm that resolves the coopetition paradox, we conducted an empirical test to determine whether security information sharing impacts firm's financial performance. Our findings suggest that IT firms engaged in interfirm security information sharing outperform their industry peers in terms of operational costs and overall profitability.
Introduction
The impact of information technology (IT) on firm's financial performance is of great interest for both practice and research. In fact, due to increases in cybercrime occurrences and the resulting impact on firms' operations, customers, and brands, managing IT security information and its impact on financial performance is of particular importance to this research. Since critical information resources such as IT security information are sources of competitive advantage, firms have traditionally closely guarded the management and control of such resources in their boundaries. However, the exponentially increasing rate of IT security-related crimes has had a crippling effect on many businesses (Wilshusen, 2012) and forced IT firms to consider crossing firm boundaries to more efficiently and effectively manage IT security information. Therefore, and not surprisingly, a small group of IT firms came together to form Information Technology-Information Sharing and Analysis Center (IT-ISAC), an information-sharing organization with the goal of sharing critical IT security information with industry peers and competitors. Recognizing the firms' inherent vulnerability while sharing critical information with competing firms (coopetition paradox), we focus on the following research question:
RQ: Does IT security-information sharing among competing IT firms impact their financial performance?
Although prior IS literature has evaluated the role and impact of information sharing in organizations and acknowledged the role of IT security information, our research question remains relevant for the following reasons. Despite calls to empirically evaluate the benefits of IT security-related information sharing (ENISA, 2010) and numerous quantifications of individual and industry-wide costs of specific security breaches (Cavusoglu, Cavusoglu, & Raghunathan, 2004a; Cavusoglu, Mishra, & Raghunathan, 2004b , 2005 no research has investigated the impact of IT security information sharing on firm's financial performance. In addition, the existing literature fails to provide a theoretical foundation that can explain why firms' engagement in IT security information would impact firm's financial performance or act as potential motivation to engage in sharing IT security information. To close these gaps, based on the theoretical foundations of the relational view of the firm, we empirically tested the impact of IT security information sharing on financial performance of IT firms. Before delving into our study's specifics, however, we consider the extent and scope of the IT security issue that motivates this research.
Specifically, some evidence suggests that IT security breaches have a strong negative impact on firm performance. For example, an annual benchmarking survey of companies in 15 industries that assesses the impact of security breaches on a broad range of business costs has reported that the average cost of a data breach has increased from US$6.65 million in 2008 to US$6.75 million in 2009 and US$7.2 million in 2010 (Ponemon Institute, 2010 . The same study for 2012 included 12 countries and suggests the average costs of a data breach range from US$1.4 million (India) to US$5.4 million (United States) per incident (Ponemon Institute, 2013a) . These studies conclude that information theft and costs associated with business disruption represent significant external costs to the firm (43% of total external costs). Specifically, external costs to the firm include business disruption (22% of total external costs), equipment damage, and revenue loss due to customer churn (13% of total external costs) (Ponemon Institute, 2013a) . At the same time, recovering from and detecting security breaches are the most costly internal activities. In fact, the insurance industry has reported that the costs of cyber-crimes now exceeding those of weather, fire, and social unrest because cyber-crimes disrupt the supply chain (Carpenter, 2013) .
One could draw analogous conclusions evaluating the magnitude of specific instances of firms' suffering from information security breaches, such as when hackers obtained unauthorized access to user IDs and encrypted passwords of over 38 million users of Adobe Reader, Acrobat, ColdFusion, and Photoshop products (Brading, 2013) . Similarly, the well-publicized Anthem data breach potentially exposed personal information for up to 80 million people (Huddleston, 2015) . These types of IT security-related crimes have taken a significant financial and performance toll on firms. For example, Global Payments, a credit card processor, saw its shares tumble 9 percent following a discovery that hackers stole account numbers and other key information from up to 1.5 million accounts in North America. Further, this event resulted in their halting their stock from trading (Sidel, 2012) . Given the growing rate of IT security breaches and their financial impact on businesses, firms' economic success depends greatly on whether they effectively manage their IT security (Cavusoglu et al., 2004a) . Consequently, IT security management has emerged as one of the top concerns facing organizations in the last decade (Gal-Or & Ghose, 2005; Pfleeger & Pfleeger, 2010) . Not surprisingly, security concerns are a top concern for CIOs. According to a recent CIO survey, security was the top spending priority with 75 percent of CIOs expecting to increase spending in (PiperJaffray. 2015 .
Amid the increase in the number of security breaches and the documented benefits of information sharing as a backdrop, the U.S. Government promoted the creation of industry-based trade associations called information sharing and analysis centers (ISACs). As we note above, IT-ISAC is one such ISAC with the goal of cooperating on IT security issues in the private sector. IT-ISAC gathers and disseminates relevant IT security information on system vulnerabilities, threats, and incidents to its members. It also shares the best practices related to IT security management and solutions. In IT-ISAC, competing firms such as Oracle and IBM share security information and help each other and, thus, engage in coopetition; that is, simultaneously behaving cooperatively and competitively. Indeed, both academicians and practitioners have recognized the importance of within-industry IT security-related information sharing (GAO, 2004a (GAO, , 2004b (GAO, , 2010 . In addressing IT security threats facing organizations, researchers had already suggested that the road to better information security passes through information sharing (Lohrmann, 2007) . More specifically, the key to improving IT security lies in gathering, analyzing, and sharing information related to successful and unsuccessful attempts at breaching firms' IT security (Gal-Or & Ghose, 2005) .
In this research, we explore the coopetitive behaviors exhibited by firms participating in informationsharing organizations such as IT-ISAC and resolve the apparent coopetition paradox (situations where firms belonging to information sharing organization need to share sensitive and potentially competitive intelligence with their direct competitors) by viewing IT security information sharing through the lens of the relational view of the firm (Dyer & Singh, 1998) . Furthermore, we empirically test how information-sharing behavior impacts firms' financial performance in both the short and longer term.
This paper proceeds as follows. In Section 2, we discuss the background of IT-ISAC and informationsharing organizations in general. In Section 3, consistent with Bharadwaj (2000) , Martin and Mykytyn (2009), and Santhanam and Hartono (2003) , we detail the theoretical background that helps resolve security-information exchange's coopetitive paradox and present formal research hypotheses. In Section 4, we describe the methodology and analyses and present the results. In Section 5, we discuss the results and offer implications for practice and research. Finally, in Section 6, we conclude the paper by discussing the study's limitations and future research opportunities.
IT-ISAC: Background
Academic studies often discuss ISACs through the trade association (TA) perspective (Gordon, Loeb, & Lucyshyn, 2003) . Accordingly, we need to understand the existing literature on TAs and information sharing, the research focused specifically on ISACs and IT security-related information sharing, and the corresponding paradox that arises when competitors agree to share critical information.
Trade Associations and Information Sharing
Trade associations are mechanisms for exchanging or sharing information in an industry (Kirby, 1988) . TAs pool information from its members, organize it, and disseminate it to member firms (Vives, 1990) . The semiconductor, trucking, and cement industries in North America leverage TAs' information-sharing role (Vives, 1990) . Furthermore, trade associations participate in business and social activities via political influence, public relations, and specific regulation or rule enforcement.
Studies of TA phenomenon mostly focus on understanding the benefits and costs of the membership relative to firms, larger marketplace such as the association itself, and/or social welfare. The majority of the TA-related literature on information sharing adopts an oligopolistic-market perspective (Clarke, 1983; Gal-Or, 1985 Kirby, 1988; Li, 1985; Novshek & Sonnenschein, 1982; Ponssard, 1979; Raith, 1996; Sakai & Yamato, 1989; Shapiro, 1986; Vives, 1984) ; however, studies have also explored other market contexts (Vives, 1989; Vives, 1990) . In addition, research on TAs includes topics such as incentives to share information and membership motivation (Bennett, 2000; Hirschman, 1970 Hirschman, , 1982 Vives, 1990) , the impact of disclosure rules (Vives, 1990) , the economic impact of information sharing (Gordon et al., 2003) , and the free rider concept (Bennett, 2000; Gordon et al., 2003) .
While these research efforts offer many unique findings and suggestions, they offer several findings particularly relevant to our research: 1) there are economic benefits to information sharing among firms stemming from better-informed decisions (Gordon et al., 2003; Vives, 1990) ; 2) one can capture information sharing's benefits at the firm level (Vives, 1990) , association members and/or aggregate industry levels (Clarke, 1983) , and the social level (Bennett, 2000) ; and 3) economic incentives and benefits related to information sharing are context dependent (type of competition, nature of the products, market conditions) (Kirby, 1988; Vives, 1984) . Given that the benefits related to information sharing are context dependent, we need to take a closer look at ISACs in general and IT-ISAC in particular and their role in security-related information sharing.
ISAC and Information Sharing
Recognizing the criticality of information to its national and economic security, the U.S. Government played a central role in creating ISACs (GAO, 2010 Tables (CSORTs) 4 (Gordon et al., 2003) . More specifically, ISACs are information-sharing organizations "that serve as mechanisms for gathering, analyzing, and disseminating information on cyber infrastructure threats and vulnerabilities to and from owners and operators of the sectors and the federal government" (GAO, 2010, p. 8.) . ISACs arose because firms and the government recognized that the private sector owns and operates much of the critical infrastructure of the U.S. economy. This recognition resulted in the Presidential Decision Directive 63 (PDD-63) 5 in May, 1998 , that established the protection of the critical infrastructure as a national goal by calling for public and private cooperation through, among others, creating voluntary ISAC organizations.
ISACs assume that coordination and sharing aligns the goals between the public and private sector and, therefore, improves the security of strategically critical assets (Gal-Or & Ghose, 2005) . As of 2016, there are currently 18 sector-aligned ISACs (see Table A1 ) that coordinate their activities under the National Council of ISACS
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. Although ISACs share a common mission, the organizations form them design and establish their "rules of engagement", which results in ISACs based on the unique characteristics and needs of their individual sectors. Consequently, each ISAC can differ from the other in terms of its business model (legal structure, level of government involvement, staffing level), funding (fee structure, budgets, and government grants), and sharing mechanisms (email, Web access, conferences, etc.) (GAO, 2004a (GAO, 2004a, p. 5)
Information Technology Information Sharing and Analysis Center (IT-ISAC)
In January 2001, 19 leading high-tech companies announced (U.S. Department of Commerce, 2001) sector-wide cooperation on cyber security issues through forming IT-ISAC. Using shared IT security information, IT-ISAC disseminates relevant information about system vulnerabilities, threats, and incidents to its members. It also shares the best practices and solutions among its members. As of 2004, the membership covered significant majority of North American and the world's IT goods and services: 90 percent of desktop operating systems, 85 percent of all databases, 50 percent of all desktop computers, 85 percent of all routers, and 65 percent of security software (GAO, 2004b; ISAC Council, 2004) . In the last 10 years, even though its membership structure has changed, the relative size of IT-ISAC's coverage of critical IT goods and services has remained significant. As a result of IT-ISAC membership and involvement in sharing and analyzing cyber information, member companies achieve benefits through trusted collaboration, analysis, and coordination and are in a position to "drive decision making by policy makers on cybersecurity, incident response, and information sharing issues" (IT-ISAC, n.d.b).
IT-ISAC is funded through a tiered membership fee structure (foundation platinum, foundation gold, premium silver and participant bronze) (IT-ISAC, n.d.c) and covers both cyber and physical hazards. IT-ISAC members receive several benefits. The IT-ISAC website describes the benefits of membership as helping member firms to "manage risks through trusted analysis, collaboration and coordination and drive informed decision making by policy makers on cybersecurity, incident response and information sharing issues (IT-ISAC, n.d.a). Members have access and the ability to anonymously share security expertise on both cyber and non-cyber threats and events. Further, firms who share such information have access to cyber security experts' often non-public information. Information about non-cyber threats and events involves information on human and natural disasters with potential implications for member firms' IT departments. Operations centers in each member company and the IT-ISAC's operations center coordinates the information sharing.
IT Security-related Information Sharing in Information Systems (IS) Research
Researchers have conducted little IS-related research in the context of inter-firm information sharing such as IT-ISAC, but such research is gaining attention due to recent growth in security breaches requiring intra and inter-firm information sharing. The existing research builds on the TA literature and focuses on why firms share information and its implications. For example, using modeling approaches, research has suggested that a firm that shares more information or invests more in security technology motivates other firms in its industry to share more information and invest in security technology and that industry competitiveness positively impacts this motivation (Gal-Or & Ghose, 2005) . The model also explains the impact of sharing information and investing in security technology on expanding demand in the product market ("direct effect") and on alleviating price competition ("strategic effect") (Gal-Or & Ghose, 2005) . Other research has focused on efficiency of information sharing in the context of computer systems security and suggested that the economic analysis of information sharing requires understanding: 1) the information type, 2) the potential value associated with sharing information, 3) competition type, 4) the nature of the products produced, and 5) the firm's market share of those products (Gordon et al., 2003) . While acknowledging the possibility that sharing security information will lower the overall costs of obtaining any level of information on security, research has criticized the current lack of effective incentives to reward information sharing in ISAC organizations. Namely, research has claimed that, in the absence of appropriate incentive mechanisms, firms will engage in "free-riding" that can ultimately lead to their underinvesting in information security (Gordon et al., 2003) .
From the economic perspective, IS literature has focused on positive economic effects stemming from sharing IT security information. Research has discussed these effects in the context of the reduction of security breaches (Schechter & Smith, 2003) and security costs (Gordon et al., 2003) , spillover-based improved product demand (Gal-Or & Ghose, 2005) , consumers' comfort level with perceived security risks (Schenk & Schenk, 2002) , and through improvements in operational benefits (Lohrmann, 2007) . Related IS research has assessed the impact of inter-firm strategic information sharing in the context of buyersupplier logistic relationships and found that the flow of strategic information yields performance gains for both parties and added additional conditions that promote the flow of information: party interdependence, asset specific investments in IT to promote information exchange mechanisms, and the role of trusting beliefs (Klein & Rai, 2009 ).
Despite the attention and calls for quantifying the benefits of security information sharing (ENISA, 2010) , IS research has not empirically investigated the net impact of sharing IT security-related information through established organizations. Consistent with research investigating firm performance (e.g., Bharadwaj, 2000; Martin & Mykytyn, 2009; Santhanam & Hartono, 2003) , we do not explicitly test how constructs from a theory influence firm performance. That is, we do not test the nomological network of relationships involving the constructs of a particular theory. Rather, based on Bharadwaj (2000), Martin and Mykytyn (2009) , and Santhanam and Hartono (2003), we use the theoretical background that is important for understanding the benefits of security information sharing and that purports to realistically assess the impact of security information sharing. Accordingly, based on robust theoretical foundations, we empirically tested whether firm performance is better or worse based on membership in IT-ISAC. In Section 3, we discuss the theoretical background that can help resolve the paradox of sharing critical IT security information with competitors and present formal hypotheses.
Theoretical Background

Security Information Sharing Paradox
Simultaneous cooperative and competitive behavior among rival firms is called coopetition. The literature on coopetition provides a useful starting point to explore why firms participate in trade associations such as IT-ISAC. Coopetition involves sharing knowledge among competitors (Tsai, 2002 ) and is a model in which a network of stakeholders that cooperate and compete to create maximum value. Research has called coopetition one of the most important business perspectives of recent years (Bowser, 2010) . For Khanna, Gulati, and Nohria (1998) , while the cooperative aspect of coopetition is the use of shared knowledge to pursue common interests, the competitive aspect is the use of shared knowledge to outperform the competition. That is, while competing with each other, business players also cooperate among themselves to acquire new knowledge from each other. This behavior of using alliances to obtain new technology skills is not deceitful but rather suggests "the commitment and capacity of each partner to absorb the skill of the other" (Hamel, Doz, & Prahalad, 1989, p. 134) .
Despite the acceptance of coopetition as a strategic management approach, several observers approached the announcement of IT-ISAC deployment with skepticism. Why would Oracle share its own security shortcomings with Microsoft or IBM? Why would EDS assist Computer Sciences in patching its security hole (Hurley, 2001) ? What would steer these organizations into a cooperative/competitive mode rather than the traditional competition-only mode that worked so well for them in the past? These questions are even more relevant given some publicly reported disputes between information-sharing associations and their members over handling shared information. In one instance, a company shared security information with CERT, which CERT forwarded to third parties. Given that CERT shared information with information provider's competitors (CERT members), the company discontinued its ties with CERT (Roberts, 2003) . Such real-world examples highlight the potential negative implications of sharing proprietary IT security information and raises questions about the motivations behind sharing IS security-related information.
Therefore, sharing information, especially security-based information, presents an interesting paradox. To achieve the benefits of being IT-ISAC members, such members need to share sensitive and potentially competitive intelligence with their direct competitors. Why would a firm then resort to a critical informationsharing strategy? In Section 3.2, we discuss this question via the relational view of the firm.
Relational View of the Firm and IT Security Information Sharing
The relational view of the firm posits that a firm's critical resources may be embedded in inter-firm resources and routines (Dyer & Singh, 1998) . Relational research argues that competitiveness arises not from the firm but rather from inter-firm sources of advantage. This view of the firm suggests that firms engaged in relational-based behaviors, such as knowledge sharing, achieve relational rents in the form of performance gains. Specifically, relational rents are a "supernormal profit jointly generated in an exchange relationship that cannot be generated by either firm in isolation and can only be created through the joint idiosyncratic contributions of the specific alliance partners" (Dyer & Singh, 1998, p. 662) . According to the relational view of the firm, four potential sources of competitive advantage can arise from inter-firm relationships and lead to superior firm performance: idiosyncratic (relationship specific) resources, knowledge-sharing routines, complementary resources/capabilities, and effective governance (Dyer & Singh, 1998) . In Sections 3.2.1 to 3.2.4, we discuss each of these sources of competitive advantage and link them to behaviors and outcomes resulting from IT-ISAC firms' sharing security information between themselves.
Idiosyncratic Resources and IT-ISAC
Dyer and Singh's (1998) concept of idiosyncratic resources builds on the idea that strategic assets are specialized by their nature and that specializing resources is necessary for rent to occur (Amit & Schoemaker, 1993) . Firms may create specialized resources through alliances/relationships with other firms (Teece, 1987) , which results in relation-specific resources. Specifically, the nature of firms' investments, publicized efficiencies, changes in approaches to information gathering with time, dynamism, frequency of transactions, and long-lasting relationships strongly suggest that IT-ISAC membership exhibits characteristics of idiosyncratic asset creation. As such, one can expect it to be a source of competitive advantage and relational rents (Dyer & Singh 1998) , which motivates firms to engage in sharing information with other firms.
According to relational-based view, entities can develop idiosyncratic resources when they accumulate know-how through relationships. For example, IT firms often invest in human assets in the form of time, resources, and available expertise to contribute to IT-ISAC partnerships. This investment is evident through member firms' investments in 1) their own operation center teams, 2) their providing access to their own security experts to share and exchange ideas, information, and the know-how with other member firms' experts, and 3) their own processes and policies to use the shared information. This investment could lead to partners' gaining experience and know-how, reacting to a change in the security environment that leads to process improvements, and developing resources idiosyncratic to the relationships specific to IT-ISAC.
Interfirm Knowledge Sharing and IT-ISAC
Beyond creating idiosyncratic assets, Dyer and Singh (1998) suggest and provide examples in which interfirm knowledge sharing is a source of relational rents as well. Interfirm knowledge-sharing routines are regular patterns of interfirm interactions that permit one to transfer, recombine, or create specialized knowledge (Grant, 1996) . Research has described these routines as institutionalized processes designed to enable and support knowledge sharing. In the case of IT-ISAC, members have access to a confidential forum with the latest vulnerability/virus information and to member-only presentation materials and podcasts. Members also have the ability to post alerts and notifications, view member-submitted postings, and historical alerts.
IT security-related knowledge is distributed across the members of IT-ISAC. Sharing such information often involves pooling and transferring distributed, complex, and specialized knowledge. Prior research has shown that networks (rather than individual firms) are more effective in transferring such knowledge (Dyer & Nobeoka, 2000; Powell, Koput, & Smith-Doerr, 1996) . IT-ISAC inter-firm knowledge appears to exhibit the necessary characteristics of "how" knowledge is shared; namely, know-how sharing, partner absorptive capacity, and governance and incentives to limit "free-riding". For example, IT-ISAC activities often involve anonymous information sharing, activities focused around meetings, discussions with security experts, the set-up of operations centers, and discussions/briefings with government agencies. Non-members cannot easily imitate the insights and capabilities generated through these know-how sharing activities that arise from the Web of relationships owing to IT-ISAC membership. The governance and processes necessitated by IT-ISAC membership means members can quickly reach one another's critical expertise. In general, the member firms appear to have the ability to absorb and implement innovative and complex knowledge into their operational and overall business routines. Therefore, the interfirm knowledge-sharing routines that IT-ISAC provides to help firms share valuable information can be a potential source of competitive advantage. As such, they can also serve as an important reason why firms would consider being engaged in the IT-ISAC given the coopetition paradox.
Complementary Resources and IT-ISAC
Complementary resources are another potential source of competitive advantage. Such resources are "distinctive resources of alliance partners that collectively generate greater rents than the sum of those obtained individual endowments of each partner" (Dyer & Singh, 1998, p. 666-667) . These complementary resources realized through IT-ISAC are not currently attainable through known alternate relationships or for purchase via the marketplace, and individual firms cannot develop these resources on their own without significant investments. Consequently, in the context of information security, the alliance appears to produce stronger competitive positions than firms that operate individually can achieve (Dyer & Singh, 1998; Shan & Walker, 1994) . Similarly, the relational view suggests that certain organizations are in better position to recognize the complementary potential of shared resources. Firms' size and expertise in the information security field makes IT-ISAC members well positioned to assess the complementary potential of security information. Member firms have access to the IT security-related resource stacks that are not available to non-members. For instance, IT-ISAC is a founding member of the National Council of ISACs (NCI) and a member of its executive committee and operations committee. This governance structure enables members to benefit from more direct access to the Department of Homeland Security by "hosting a private sector liaison at the Department of Homeland Security (DHS) and National Infrastructure Coordinating Center (NICC) during incidents of national significance, emergency classified briefings, and real-time sector threat level reporting" (National Council of ISACs, n.d.). Other structures that enable potential complementary-resource creation include member postings, presentation materials, and the exchange of information during technical and special/affinity groups' meetings/events. Membership in IT-ISAC creates access to a forum of security specialists who are experts in their fields and have access and understand non-public details about vulnerabilities and threats. None of these complementary resources and resulting capabilities are available to non-members (National Council of ISACs, n.d.). Therefore, as per the relational view, complementary resources can be a source of relational rents. As such, the attractiveness of complementary resources is an important motivating factor for firms to engage in coopetition.
Effective Governance and IT-ISAC
The relational view suggests that effective governance is a key ingredient in relational rent creation because it minimizes transaction costs while positively impacting alliance/partnership willingness to engage. Specifically, it posits that the greater the ability to align transactions with governance structures in discriminating (cost reducing) manner, the greater the potential for relational rent (Dyer & Singh, 1998) . IT-ISAC deploys the structure and the mechanisms used for information sharing to minimize transaction costs while maximizing the value of the shared information. Furthermore, research has suggested that self-enforcing safeguards exhibit a higher potential of relational rents due to lower contracting costs, monitoring costs, adaptation costs and re-contracting costs and superior incentives for value-creation initiatives (Dyer & Singh, 1998) . Research has suggested that dynamic, highly complex and specialized knowledge such as the one found in IT-ISAC requires self-enforcing governance because "it is difficult (if not impossible) to explicitly contract for value creation initiatives, such as sharing fine-grained tacit knowledge, exchanging resources that are difficult to price" (Dyer & Singh, 1998, p. 671) . In line with relational view, our analysis of IT-ISAC suggests that IT-ISAC governance exhibits primarily selfgovernance safeguards rather than third party safeguards and, as such, better aligns governance with transactions. As a result, they have the potential to minimize transaction costs (efficiency) and promote information sharing (effectiveness), which lead to relational rents.
The governance of IT security related information-sharing process is a key service that IT-ISAC provides. For example, to incentivize members to share discovered weaknesses, IT-ISAC deploys non-disclosure agreements that enable members to freely and anonymously "share and understand non-public details of threats, incidents, effective practices and vulnerabilities" (IT-ISAC, n.d.a). It also requires members to use encrypted emails, SSL-protected websites, and the Government Emergency Telecommunications Service (GETS) system for priority calls (GAO, 2004b) to ensure information security and confidentiality. This governance came as a direct response to needing to ensure the flow of information and protect member firms from unwanted reputation risks. Using IT-ISAC's communication protocols, the partners achieve lower transaction costs than competitors who attempt to invest independently in the specialized assets. IT-ISAC communication protocols and information-sharing incentives are an example of transactions' being aligned with governance structures that leads to the greater potential for relational rent as advocated by the relational view.
In conclusion, we recognize that Dyer and Singh's (1998) relational view provides evidence that IT-ISAC members are privy to four potential sources of competitive advantage that can arise from inter-firm relationships and lead to superior firm performance: idiosyncratic (relationship specific) resources, knowledge sharing routines, complementary resources/capabilities, and effective governance. Therefore, we posit that the potential for relational sources of competitive advantage effectively eliminates the paradox and acts as an incentive to join and participate. In Section 3.3, we turn our attention to whether the sharing security information impacts firm performance. Accordingly, we develop hypotheses and empirically examine the impact of membership in IT-ISAC on financial performance.
Hypotheses
In Section 3.2, we suggest that the economic goals of relational rents/super-profits incentivize member companies to share and fully participate. Others have also addressed the topic of economic incentives to sharing information. For Schechter and Smith (2003) , sharing security-related information can deter hackers and, in turn, can lead to the higher effectiveness of security technologies. The effectiveness of security technologies could have a spillover effect on the product demand and, thus, result in positive implications for the information-sharing organization's financial (profitability) performance. Specifically, Gal-Or and Ghose (2005) offer an example of the implications of IT security-related information sharing: customers (such as Procter and Gamble) of firms (such as Microsoft and Oracle) that are members of IT-ISAC are likely to have greater confidence in the product offerings when they perceive an increase in the effectiveness of the security technologies offered to them. The increased confidence will result in an increased demand for a firm's products. Furthermore, in the context of trade associations, Vives (1990, p. 413) states "in general, the increased precision of the information for a firm has a positive effect on its expected profits".
Collaboration in IT-ISAC increases the technological effectiveness of IT security products. The increase in the product's effectiveness will result in an increase in the firm's reputation and a greater demand for the firm's products and services and, hence, superior financial performance (Cavusoglu et al., 2004a; Gal-Or & Ghose, 2005) . One can find evidence of information sharing's impacting financial performance in IS research on supply chains. For example, Klein and Rai (2009) found that strategically sharing information between firms improves the profitability dimensions of financial performance in areas of asset management and productivity. They also suggest that information sharing could result in improvements in capabilities such as production planning, resource control, and process flexibility, which ceteris paribus would lead to greater profitability. Given that reputation and the loss of customer loyalty in the context of data breaches do the most damage to firms' bottom line (Ponemon Institute, 2014) , firms that are not part of IT-ISAC could suffer. Therefore:
Hypothesis 1: Firms that participate in sharing IT security-related information have higher profitability than non-participating IT firms.
In addition to overall profitability, available research has repeatedly documented that IT security threats increase both direct and indirect costs for IT firms (Ettredge & Richardson, 2003; Garg, Curtis, & Halper, 2003) . Direct costs include the loss of productivity (Klein & Rai, 2009; Wang, Rees, & Kannan, 2007) , and indirect costs include the loss of future transactions (Wang et al., 2007) . Research has quantified the impact of security threats and breaches on costs incurred by IT firms. For example, Corbin (2013) has estimated that the costs of cyber-crime to the U.S. economy has reached US$100 billion and 500,000 jobs. At the firm level, the average cost of a security breach in 2010 amounted to US$7.2 million (Ponemon Institute, 2011) . More recent data suggests the range of average costs of data breach from US$1.4 million (India) to US$5.4 million (United States) per incident (Ponemon Institute, 2013a) . Reports have stated the average annualized estimate of cyber-crime costs for each firm in the US in 2013 was US$11.6 million (Ponemon Institute, 2013b) and that the average cost of a data breach to a company in 2014 was US$3.5 million, which represents an increase of 15 percent over previous year (Ponemon, 2014) . The insurance market has also confirmed cyber-crime's and security breaches' high costs: one longitudinal study found sufficient evidence that information security management has a significant economic impact on firms (Camp, 2006) . In fact, the costs of cyber-crimes now exceed those of weather, fire, and social unrest events as they relate to disrupting firms' supply chain (Carpenter, 2013) .
Given the magnitude of the impact of security threats and breaches on costs, we argue that any meaningful strategy to mitigate, prevent, avoid, and manage them, such as sharing security information, will impact the costs that firms incur. Available literature supports our view and suggests that sharing information will reduce firms' costs and the number of security breaches they incur (Schechter & Smith, 2003) . Specifically, when firms share information with one another, they tend to lower their costs intended to support information-security activities (Gordon et al., 2003) . Further, firms engaged in sharing IT security-related information can use the information they receive from other IT firms to build better products and more effectively guard against security threats, which should lead to reduced costs and better resource management (Gal-Or & Ghose, 2005) . Furthermore, IS research in the context of strategic information sharing in buyer-supplier relationship has found positive implications of information sharing in areas of operational costs and capabilities such as resource control that impacts firms' cost ratios (Klein & Rai, 2009) . Therefore:
Hypothesis 2: Firms that participate in sharing IT-security related information have lower costs than non-participating IT firms.
According to the relational view of the firm, a firm can gain and sustain superior firm performance by accessing key resources that span its boundaries (Dyer & Singh, 1998 ). Since we establish in Section 3.2 that IT security-related information sharing is a key resource that spans firms' boundaries, that it builds on trust, and that its impact can only strengthen with time and frequency of interaction (Dyer & Singh 1998) , we posit that the positive impact of sharing IT security-related information on firm performance (profitability and cost) will continue during subsequent time periods.
This expectation is in line with prior research on the long-term impact of IS-related capabilities on firms' financial performance (Bharadwaj, 2000; Santhanam & Hartono, 2003) . Therefore, we hypothesize that IT-ISAC members (i.e., firms engaged in sharing IT-security related information sharing) will experience greater profitability and lower costs than non-members in the long run.
Hypothesis 3:
In the long run, firms that participate in sharing IT-security related information have higher profitability than non-participating IT firms.
Hypothesis 4:
In the long run, firms that participate in sharing IT-security related information have lower costs than non-participating IT firms.
Method and Results
Scope
In operationalizing the concept of sharing IT-security information, we limit our scope to IT firms for two reasons. Rooted in relational view of the firm, IT security-based information sharing is a source of superior performance and competitive advantage for firms whose business model, strategies, and offerings link closely to IT security. In IT security-based information sharing context, engaging and investing in coopetition appears to be most appropriate for IT firms because the benefits they accrue from sharing information are more closely related to their core value proposition. Second, since we focus on IT securityrelated information sharing, we believe that focusing on IT firms will lend significance to the statistical findings. That is, for IT firms, managing IT security is an integral part of their business, and any degradation of technology can impact firm performance.
Matched Sample Comparison
To test our hypotheses, we employ a matched sample comparison test by creating two groups of companies: a treatment group and a control group. Research has used this approach to empirically test differences in firm performance in fields such as accounting (e.g., Balakrishnan & Linsmeier, 1996) and marketing (e.g., Kalwani & Narayandas, 1995) . IS research has also used the approach (Bharadwaj, 2000; Martin & Mykytyn, 2009; Morris, 2011; Santhanam & Hartono, 2003) .
Treatment Group
Since IT-ISAC was the first industry-wide information-sharing association that specifically asked and encouraged its members to disclose private/company specific information that other members (possibly competitors) could directly use to potentially gain competitive advantages, it presents an appropriate setting for our investigation. Further, IT-ISAC has presented evidence about how its successful information-sharing practices and behaviors have resulted in positive outcomes. Therefore, we treated IT-ISAC's original members (i.e., when the organization announced its creation) as the members of the treatment group as long as: 1) firms belonged to the IT sector (scope) and 2) firms were publicly listed (financial data availability) (See Table 1 ).
The official announcement of IT-ISAC's formation listed 19 firms. Of that 19, 11 met our two conditions and formed the treatment group. We excluded AT&T since it is not an IT firm, and we excluded the remaining seven w because they are private companies. 
Control Group
In analyzing IT capability's impact on firm performance, Bharadwaj (2000) used the single-firm benchmark approach. This approach matches each treatment firm to a single comparison (control) firm. However, while matching allows for a strong statistical test due to subjectivity in selection, it limits the robustness of the results (Santhanam & Hartono, 2003) . Since we focus on comparing select firms relative to the performance of the rest of their industry, we adopt Santhanam and Hartono's (2003) approach to benchmarking and creating control groups. Martin and Mykytyn (2009) successfully adopted this methodology to analyze the impact of business-method patents on firm performance. We found this method appropriate for several reasons: 1) since IT-ISAC membership is voluntary to any organization in the IT industry, it would be consistent to use the industry approach to evaluate the treatment groups' performance relative to all other firms in the industry and 2) an industry-wide basket of firms can serve as a statistically more accurate indicator of relative industry/market conditions versus potential variations stemming from selecting a single or smaller group of firms as the benchmark (Santhanam & Hartono, 2003) . Furthermore, using standard industry classifications as basis for benchmarking allows for flexibility in the "industry" definition. By leveraging generally accepted classification systems, we can "roll up" company groups to industries and sectors to better measure the robustness of the results. Santhanam and Hartono (2003) also note that adopting this approach to comparing groups allows one to replicate the results for generalizability (Tsang & Kai-Man, 1999) . Hence, we adopted an approach in which we matched all the firms identified as the treatment group to other publicly traded companies in the same industry grouping, which resulted in a pool of companies used as a control group.
To pool together firms as a control group, we used the Global Industry Classification Standard (GICS) company-classification structure
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. The GICS classification structure comprises 10 broad economic sectors aggregated from 23 industry groups, 59 industries, and 122 sub-industries. We selected GISC over other available classification mechanisms such as SIC and NAIC because it outperforms others in explaining financial ratios and lowering valuation errors (Bhojraj, Lee, & Oler, 2003; Weiner, 2005) . Given we focus on financial performance ratios and their use in IS research (Chang, Jackson, & Grover, 2003; Du, Huai, & Liu, 2006; Martin & Mykytyn, 2009; Mojsilovic, Ray, Lawrence, & Takriti, 2007; Schumaker & Chen, 2010; Shu, 2010) , adopting GISC seems appropriate. While we chose GICS over SIC (Bhojraj et al., 2003; Martin & Mykytyn, 2009; Weiner, 2005) and, therefore, differ from Santhanam and Hartono (2003) , we did adopt the general approach of both Santhanam and Hartono (2003) and Martin and Mykytn (2009) in testing our hypotheses at two levels of the classification system (sub-industry and industry group) to strengthen the findings. Table 2 shows the final list of GICS sub-industries and industry groups whose firm members we included as control firms in testing our multi-level hypotheses based on the mapping of IT-ISAC firms to the most granular classification category (GICS sub-industries). In creating the control groups, we omitted the firms from the treatment group. In other words, we excluded a firm appearing as a member of the treatment group from the list of control group for the same industry and/or sub-industry.
Dependent Variable: Firm Performance
Firm performance can be viewed through the prism of profit and cost ratios. Within the IS context, a number of studies focus on these ratios (Alpar & Kim, 1990; Bharadwaj, 2000; Brown, Gatian, & Hicks, 1995; Brynjolfsson & Hitt, 1996; Cron & Sobol, 1983; Li & Richard, 1999; Mahmood & Mann, 1993; Martin & Mykytyn, 2009; Ravinchandran & Lertwongsatien, 2005; Santhanam & Hartono, 2003) . In this research, we adopt the eight ratios from Bharadwaj (2000) which were later replicated in Santhanam and Hartono (2003) and Martin and Mykytyn (2009) as the operationalization of firm performance (Table 3) .
Based on prior research on IS capabilities' influence on firm performance, we scaled two forms of income (net income and operating income) based on sales (return on sales (ROS) and operating income to sales (OI/S)), assets (return on assets (ROA) and operating income to assets (OI/A)), and employees (operating income to employees (OI/E)) and adopted them as firm's profitability indicators. While ROA represents a measure of a firm's income for each dollar of its assets, ROS captures a firm's income for each dollar of its sales. ROS as a measure of profitability is particularly useful because it avoids the effects of potential differences in asset-valuation methods across firms (Li & Richard, 1999 such as OI/A and OI/S, effectively capture a firm's profit potential without relying on non-operating/extra sources of income (interest income, extraordinary income, etc.). Mckeen and Smith (1993) list these two measures as particularly appropriate for measuring IT value to the firm. Lastly, OI/E measures income level potential per employee. Combined, these five measures offer a parsimonious, accepted, and wellrounded picture of a firm's financial performance. In addition to the profit focus, cost-focused measures offer another way to measure the effect of IS capabilities on firm performance. These measures include operating expenses to sales (OPEX/S), cost of goods sold to sales (COG/S), and selling and general administration expenses to sales (SGA/S). Since profit measure comprises both revenues and costs, focusing on only profit measures could "hide" the impact of IS investment in security-based information sharing. OPEX/S captures the total operating costs one needs to incur to obtain the measured profitability and is calculated as the sum of COG/S and SGA, which are "the generally accepted accounting measures for the production and overhead costs of a firm" (Bharadwaj, 2000) , p. 181)
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In capturing more immediate/short term benefits of security-based information sharing, we extracted the financial performance measure information for the year-end results of the announcement year (2001), the results of which we used to test H1 and H2. Based on the theoretical support of relational view and resulting expectation of superior firm performance in the long run (H3 and H4), we also captured two more years of financial performance information (2002 and 2003) well. Other relevant IS research used the same methodology of capturing both the immediate and the sustained period (three years) (Bharadwaj, 2000; Martin & Mykytyn, 2009; Santhanam & Hartono, 2003) 12 .
Data Analyses
We analyzed the data with SAS and used the Wilcoxon rank sum test and the two-sample t-test. An accepted way to test the impact of IS capability on firm performance is to compare the firm-performance means for the treatment and control groups using the two-sample t-test and to compare the respective median levels via the Wilcoxon rank sum test (Bharadwaj, 2000; Martin & Mykytyn, 2009; Santhanam & Hartono, 2003) . Researchers have acknowledged the Wilcoxon rank sum test as appropriate (Bharadwaj, 2000) in the context of non-normality (Conover 1980). Furthermore, because our data for every measure exhibited unequal variances (using folded F test), we deemed a two-sample unequal variance test appropriate (using the Satterthwaite method).
We also employed the logistic regression analysis to assess the impact of prior years' financial performance. As financial performance is strongly influenced by prior years' performance (Santhanam & Hartono, 2003; Fama & French, 2000) , researchers recommend this approach to control the halo effect (Bharadwaj, 2000) . Since we used a three-year period to test a pair of hypotheses related to medium-term performance, we used the same three year period (1998) (1999) (2000) in logistic regression to assess the impact of prior years' financial performance. Bharadwaj (2000) used five-year period in her halo effect test, but, 11 We used COMPUSTAT to obtain all financial performance information and GISC codes associated with the firms. As other researchers have recognized (Martin & Mykytyn, 2009; Santhanam & Hartono, 2003) , in some instances, financial performance information was missing from COMPUSTAT. In those instances and for a particular year and measure, we omitted the firms with missing information from further analysis. since a firm's immediate history generally has a stronger impact on current performance, a three-year period is a more conservative approach (Santhanam & Hartono, 2003) .
Aligned with standard practices when using logistic regression, we coded the dependent variable as a binary variable (Y = 1 for the treatment group and Y = 0 for control firms), which resulted in the full model:
Additionally, since we did not achieve convergence while using logistic regression as Equation 1 outlines, we created separate logistic regression models and tested them for profit and cost measures using the following equations: Y = ß0 + ß1 (ROS) + ß2 (ROA) + ß3 (OI/A) + ß4 (OI/S) + ß5 (OI/E) + e (2) Y = ß 0+ ß1 (COG/S) + ß2 (SGA/S) + ß3 (OPEX/S) + e (3) Table 4 summarizes the results. We found support for all four hypotheses. However, the strength of the support varies because some measures did not show statistical robustness when compared to others. Table 4 . Results Summary
Results
H1
Firms that participate in sharing IT security-related information have higher profitability than non-participating IT firms. Supported
H2
Firms that participate in sharing IT-security related information have lower costs than nonparticipating IT firms. Supported
H3
In the long run, firms that participate in sharing IT security-related information have higher profitability than non-participating IT firms. Strongly supported
H4
In the long run, firms that participate in sharing IT-security related information have lower costs than non-participating IT firms. Strongly supported Overall, out of 96 different tests, over 85 percent (83 out of 96) of them showed superior financial performance of the treatment group over the control group at the 10 percent significance level or below 13 . Furthermore, in the remaining 13 cases, all ratios showed better financial performance for the treatment group relative to the control group. For the same 13 tests outside of the 10 percent significance cut-off, four approached the 10 percent significance level. Lastly, similar statistical strength of the results is exhibited for both t-tests and z-statistics. Table 5 and Table 6 show the specific results for all tests conducted. Each table provides performance data across eight financial ratios for both the treatment (original IT-ISAC members) and control (remaining firms in the industry) groups. The tables provide sample counts, respective mean values, t-statistics (ttest), and respective median values and their z-statistics (Wilcoxon test) across groups, years, and twolevels of industry definitions. We followed the convention used in similar studies and placed the negative sign before the t and z test statistic if the financial performance ratio of the treatment group was better than the control group's performance ratio. With regards to profit ratios, higher values represent better performance, and, for cost ratios, lower values represent better financial performance.
We originally intended to test the hypotheses at sub-industry, industry, and sector group level of the GISC firm classification system. However, since our treatment group members came from all three industry groups in the IT economic sector, our tests for industry group level represent results for the whole sector as well. In Sections 4.5.1 to 4.5.2, we present the results for each hypothesis separately.
Volume 39
Paper 12 4.5.1 Current/Short-term Firm Performance (Hypotheses 1 and 2) Table 5 summarizes the results based on t-tests and Wilcoxon tests of firms' financial performance for 2001 (the year IT-ISAC formed). We used these results to assess support for H1 and H2. Table 5 shows that treatment group performed significantly better than the control group for all five profit ratios and across both levels of the control group. Out of 20 tests conducted for 2001 data, 16 (80%) were significant at the 10 percent significance level or below. Additionally, for every profit ratio test, the zstatistic was significant at or below the 5 percent significance level. Therefore, supporting H1, we conclude that, with regards to profitability-based financial performance, the members of the original IT-ISAC outperformed other firms in the industry. Table 5 also shows the performance of the groups with reference to cost ratios. Data for all three cost ratios exhibited the treatment group's superiority (lower ratio values), while the difference between groups for two out of three cost ratios was significant at the 10 percent significance level or below. The cost of goods sold over sales (COG/S) ratio failed to meet the level of significance for three out of four tests. However, the t-test for sub-industry level approached significance (it was significant at below 11 percent significance). Furthermore, when combined with SGA costs in the OPEX ratio, the difference between the treatment and control groups become significant at the 1 percent level of significance. These findings support H2. Table 6 summarizes the results of the financial performance of the firms for the second and third year following IT-ISAC's formation. We used these results to assess support for H3 and H4. Table 6 shows that the treatment group performed significantly better than the control group for all five profit ratios and across both levels of the control group. Out of 40 tests conducted for 2002-2003 data, 38 (95%) were significant at the 10 percent significance level. Additionally, for every profit ratio test, the zstatistic was significant at or below the 5 percent significance level. In 2003, all profitability ratios were significant at the 1 percent significance level for both t-test and z-statistics. Combined with the results for 2001, these results show that, with regards to profitability-based financial performance, the original IT-ISAC members sustained better performance than the industry as a whole and, thus, strongly support H3.
Superior Firm Performance in the Long Run (Hypotheses 3 and 4)
Similarly, the information about cost ratio in Table 6 offers strong evidence of the treatment group's superior firm performance over the rest of the industry. The table shows that the treatment group performed significant better (20 out of 24 tests) than the remaining firms from the industry for all three cost ratios and across both levels of the control group. Combined with the results for 2001, these results strongly support H4.
Controlling for Prior Firm Performance
To control for the halo effect associated with prior financial performance, we ran a logistic regression analyses using three-year historical data (1988) (1989) (1990) (1991) (1992) (1993) (1994) (1995) (1996) (1997) (1998) (1999) (2000) to see if one could explain our firm groupings (at the sub-industry level) though historical performance. Our full model (all eight ratios-Equation 1) failed to converge, which made the model fit questionable. As such, our interpretation of the results could be misleading. We proceeded with two separate logistic regressions-one associated with profit ratios (Equation 2) and one with cost ratios (Equation 3). While the cost model failed to converge, the profit model converged successfully. Score and Wald tests showed that the profit model was not statistically significant (score p-value was 0.53 and Wald p-value was 0.17); hence, prior profit-related financial-firm performance failed to explain our grouping the companies we identified into the treatment and control groups ( Table 7) . The finding, while not conclusive because the full and cost models failed to converge, partially supports this research's significance 14 . 
Discussion
In this paper, we explore whether sharing security information impacts firms' financial performance. The empirical results confirm that firms that shared IT security-related information performed better than peer firms. We observed their superior performance 1) in both cost and profitability ratios, 2) at both the subindustry and industry levels, and 3) across the short and longer term. The robustness our findings suggest that inter-firm IT security-information sharing occurring in IT-ISAC results in relational rents for participants.
Second, the results are in line with a Delphi study by the European Network and Information Agency (ENISA, 2010) that suggests that two top incentives influence firms to share IT-security information: 1) economic incentives stemming from cost savings and 2) effectiveness incentives stemming from the quality, value, and use of shared information. While our results indicate the expected direction of results for both profitability and cost measures, note that IT sharing security-related information appears to have greater influence on profitability measures than cost measures (as measured by differences in ratios between our two groups). Although we did not hypothesize the relative size of the impact between our two dimensions of financial performance, other studies suggest that sharing IT security-related information might improve product demand (Gal-Or & Ghose, 2005) and consumers' comfort level with how secure they perceive a firm's products (Schenk & Schenk, 2002) , which lead to improved revenues. Since profitability measures comprise both cost and revenue dimensions, reducing costs and increasing revenues could explain why sharing IT security-related information has such a significant effect on firms' profitability. Moreover, the treatment firms' superiority relative to both sub-industry and industry level peers further support to our findings.
Lastly, we found similar results for both one-and three-year periods, which indicates that one can maintain the benefits of sharing IT security-related information over time. However, the gap between IT-ISAC and non-IT-ISAC members relative to total operating cost ratio (OPEX/S) widened over time. The percent difference in median values between the two groups in 2001 was 18 percent (industry), and, in 2003, the difference was over 24% respectively. Furthermore and as expected, our empirical findings reflect that superior performance in COG/S was the most significant contributor to OPEX/S gap; the difference in median values for COG/S between the treatment and control group increased from 14 percent in 2001 to 26 percent in 2003. One might explain this widening gap with fact that, with time and frequency of transactions, partner trust increases (Dyer & Singh, 1998) , which results in more advantages from information sharing.
Implications for Practice
Our research offers relevant implications to IT firms and security-based information-sharing organizations.
From an IT firm perspective, this research offers three important implications. First, this research indicates that firms gain financial advantage if they engage in sharing IT security information with other firms. Specifically, security-based information sharing has positive profitability impact both in the short and longer terms. We found that sharing IT security-related information not only helps lower costs but also impacts revenues. This finding highlights that IT security-based information-sharing leadership practices have the potential for improved demand through improved consumer comfort levels with perceived security risk of firm's products. These effects on profitability appear to increase in statistical significance over time, which suggests that firms should be patient to realize the effectiveness and efficiency benefits of information-sharing practices. Executives could leverage these results as evidence of sharing IT security information's positive ROI and promote investments and initiatives to support it not as a low return, regulatory/"keeping-the-lights-on" investments but rather as cost reducing-/revenue-supporting initiatives. Indeed, a firm needs to integrate sharing IT security information into its overall business strategy.
Second, IT firms should not treat IT security management as an exclusively, internally focused activity anymore. Our study shows that IT security information is dynamic, complex, distributed, and too costly for firms to manage in isolation. We show that investing into inter-firm assets through sharing IT security information creates more effective and efficient transactions. This approach may require a firm to reorganize itself and change its culture, which further reinforces the case for an enterprise-level approach to managing internal IT security information.
Third, IT firms' executives and the management need to pay attention to how they manage and communicate the sharing of IT security-related information. Our research suggests that one needs to know "how" knowledge is shared; therefore, firms needs to address questions around governance, procedures, tacit knowledge transfer, and absorptive capacity to realize the benefits of sharing IT security information. IT firms need to ensure they not only share and receive information with others but also have the absorptive capacity to integrate new information and know-how quickly and deeply throughout themselves. Consequently, company-wide coordination, the total and deep integration of shared information, the magnitude of costs and spill-over product effects, and the frequency of incidents makes sharing IT security information's impact evident at all levels/units of the business. Firms need to elevate sharing IT security-related information as an enterprise-wide priority that receives visibility and attention from cross-functional leaders.
Our research also has implications for security-based information-sharing organizations (SBISOs), such as IT-ISAC, other ISACs, and equivalent global organizations. First, one could use findings from our research to educate and inform current and potential members on the financial implications of sharing IT security information between firms. Second, effective governance is paramount to promote trust and, in turn, information sharing among firms. Effective governance can foster more information-sharing transactions and, over time, allow organizations to go from simply exchanging information to exchanging know-how that can ensure the efficiency and effectiveness impact of the collaboration over competition.
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Third, given that "how" information is shared is extremely important in the context of the relational view of the firm, SBISOs and member firms need to be careful in accepting new members. New members have to be willing be commit resources to share information and have the absorptive capacity to implement newly acquired information and know-how. Changes in membership without understanding those critical elements may have unintended consequences on underlying factors such as trust, "free-riding", and incentives.
The current practitioner literature stresses the importance of addressing IT security management through enterprise-wide governance that is strategic and elevated to the C and/or board level
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. Further, practitioners recognized that IT and data security is something that IT firms should not manage only in their borders. In fact, some practitioner studies suggest outsourcing to third parties (managed securityservice providers) as way of dealing with IT security 16 . Due to large supply chain disruption risks, the insurance industry has suggested (in line with our recommendations) that firms manage cyber risks across company borders (Carpenter, 2013) .
Implications for Research
This is the first study, to the best of our knowledge, to provide empirical evidence that sharing IT security information among firms positively impacts their financial performance. While others have suggested a need to conduct such research, offered indications of cost implications, and/or provided modeling proof of positive impact of information sharing on costs or profitability, this research is the first to provide empirical evidence.
This research builds on the theoretical foundations of the relational view of the firm. However, in this research, we do not explicitly link the different constructs from the relational view to firm performance, and future research could look into this aspect. In addition, future research could also investigate employeelevel (e.g., role conflict, esprit de corps, organizational commitment) and client-level (e.g., loyalty, satisfaction) consequences.
In the context of resolving the security information-sharing paradox, we did not explore specific firm and managerial motivations for joining the IT-ISAC. That is, we did not evaluate and interview individual firms, assess their unique situations beyond IT-ISAC membership, or talk to firm executives or managers about their motivations. Therefore, based on the theoretical foundations discussed in this research, future research could explore firm and managerial motivations in joining IT-ISACs. According to the relational view-based explanation discussed in this paper, because of idiosyncratic (relationship-specific) resources, knowledge-sharing routines, complementary resources/capabilities, and effective governance, firms achieve relational rents in the form of performance gains. Therefore, we welcome further conceptual scrutiny on the arguments we present. In doing so, future research could explore alternative and/or rival theoretical explanations and subject them to conceptual and empirical scrutiny as well.
In addition, this research offers a promising theoretical lens for analyzing additional IS activities that span organizational boundaries and are dynamic and complex in nature. In an environment where significant components of products and services are distributed and collaborative in the IT context, the importance of cross-organizational, boundary-spanning IS activities will most likely increase. Accordingly, our research's theoretical foundations provide fertile ground for future research that examines complex IS activities, such as IS-enabled supply chain management, customer-relationship management, credit/risk management, and regulatory compliance.
Limitations and Corresponding Future Research
This paper has several limitations. First, we focused on IT and publicly listed companies; as such, we did not capture the performance of other firms that are similar to the treatment firms. As such, future research should consider ways of incorporating non-IT and smaller firms with significant IT implications on firms' business strategy and value proposition. Further, the methodology we adopted resulted in a pool of large, U.S.-centric firms. For the purposes of generalizability, we need to replicate this study with a more diverse basket of firms in terms of size and geography. In this study, the conceptualization of financial performance included a basket of ratios that might not have completely captured firms' cost and profitability performance. Although this conceptualization concurs with the peer-validated methodology of cost and profitability conceptualization, we need to explore other indicators of cost and profitability. Further, we focused on only officially published accounting data. Other studies should consider adding more perceptual measures of firm performance from experts, customers, and other informants to further validate their and our results and potentially offer new insights.
We adopted a three-year period to evaluate the implications of sharing IT security-related information. By selecting this period, this study remains aligned with other IS studies that have examined the impact of IS on firm performance (Li & Richard, 1999; Martin & Mykytyn, 2009; Ravinchandran & Lertwongsatien, 2005; Santhanam & Hartono, 2003) . We chose a shorter period to guard against spurious associations (often a risk with longer periods) and to mitigate halo effects (Bharadwaj, 2000; Kettinger, Grover, Guha, & Segars, 1994; Martin & Mykytyn, 2009; Santhanam & Hartono, 2003) . Our choice of methodology, however, limits the results since we do not know if the results would hold for longer periods. Future research should explore longer-term implications of sharing IT security-related information and our results' generalizability.
In conclusion, our research explores a critical research questions in the IT-ISAC context: does sharing security information impact firms' financial performance? Based on the relational view of the firms as a theoretical foundation that resolves the coopetition paradox, our empirical analyses provide robust results that support the assertion that sharing security information positively impacts firm's financial performance.
